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¥tlE" R't~i~'E~f'oi"~~~~~r'b'6'Jhr:mlJs-rnT.I\L-Sl- URITY MANUAL. 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION APPLY TO AL.L SECURITY ASPECTS OF THIS Top 
EFFORT. THE FACILITY CLEARANCE REQUIRED IS: Secret 

2. 3. CONTRACT NUMBER OR OTHER 4. 5. THIS SPECIFICATION IS: 
THIS SPECIFICATION IDENTIFICATION NUMBER DATE TO BE 

IS FOR: (Prime contracts muttt be 1hown COMPLETED (See "NOTE" below. II Item b or c le "X'd", 
lor all subcontracte) (Estimated) a/8o enter dale for Item a) 

... ... PRIME" CONTRACT NUMBER ... ... DATE 

X PRIME CONTRACT X 
ORIGINAL. (Complete 
date in all c~tsee) 

b. SUBCONTRACT(rJse Item b. FIRST TIER SUBCONTRACT NO. b; b. REVISED ,I RF. VISION DATE 

15 lor sub con'"'' tlnQ 
(superttedea NO. 

beyond second tier) :v .. ~~rtl:t~~naJ 
C. REQUEST. FOR BID. c. IDENTIFICATION NUMBER c. DUE DATE c. DATE 

REQUEST FOR PROPOSAL. FINAL. 
OR REO FOR QUOTATION 

6. Ia this a follow-on contract? cX1 Yes QNo. II YES, complete the following: 

a. DNAOOl-78-C-0274 b. c. Accountability lor classified material on preceding contract 

PRECEDING CONTRACT NUMBER DATE COMPL>ETED 

I--
·-·I& C! Is not, transferr~d to this follow-on cOntract~ 

7a. Name. Address & Zip Code of Prime Contractor • b. FSC Number c. Name. Address & Zip Code of Cognizant Security Ofllcr 

SRI International San Francisco, Defense Contract 
333 Ravenswood Ave AdminiTtryti~n aervices Region 
Menlo Park. CA ~861 M~0,co m Ra r 1 n arne. 

·sa. Narne. Address & Zip Code of F.irot Tier Subcontractor • b. FSC Nu;,ber c. Name, Addren & Zip Code of Cognizant Security Office 

-

9a. Name, Addre•• & Zip Code of Second Tier Subcontractor, or b. FSC Number c. Name, Addreu & Zip Code of Cognizant Security Orflce 

facility as .. uciated with IFB, RFP OR RFQ • 

.. When actual performance Is at a location other than that specified, Identify such other lQCflhon &n Jtem 15 . 

lOa. General identification of the Procwement lor which thla spec lflc at! on 01ppUe 1 b. DoDAAD Number of Procuring Activity 

S&T Intelligence Study/Analysis Identified In Item 16d. 

c. Are there additional security requirements established in :~ccordance with paragraph 1·114 or 1·115. ISR 0 QYea !XJ No. If YES, Identify the 

pertinenl cC"ntractual documents in Item 15. 

d. Ar~ any elements of this contract out aide the !nspection reaponaibllit}• of the cognizant aecwity office? 0 Yes CXJ No. If YES. explain In 

Item 15 and Identify specific areas or elements. 

II. ACCESS REQUIREMENTS YES NO ACCESS REQUIREMENTS (Continued) YES NO 

a. Access to Classified Information Only at other j. Acceu to SENSITIVE COMPARTMENTED INFORMATION. X 
contractor/Governme-nt activltiea. X k. Acce10 to other Special Acceso Proi!:ram information 

b. Receipt of claaslfied documents or other mat .. rlal 
(Specify in Item 15). X 

for rt-feoreonce r;.nh' (nc. Rener11tion). X I. Acceaa to U. S. classified Information outside the U. S, 
Panama Canal Zone, Puerto Rico, U. S. Po••e••lons X 

c. Rectdpt and generation of classified documents X and Trusl Tf'rrltories. 
or othetr material. 

m. Defenae Documentation Center or Defenae information 

d. Fabrication/Modifica11on/Storap;~ of claaslfie.d hardware. X Analy•is Center Ser"·tces may be requeated. X 
... Graphic artl!l Sf"rvices only. X n. Claoallled ADP proceaslng will be involved • X 
r. Access to IPO Information. X o, REMARKS: 

il· Acc .. u to RESTRICTED DATA. X DOD DIR 5200.17 
h. Acceaa to classllled COMSEC information. X 
I. Cryplop;raphlc Access Authorization required. X DOD DIR 5200.1 R 
12. Refer all questions pertaining to contract securit)' classification apeclllcallon to the offlclal named below (NORMALLY, thru ACO (Item l6e); 

EMERGENCY, direct with wrlllen record of Inquiry and responae to ACO) (thru prime contractor for subcontract•). 

a. The classification guidance contained In this specification and attachmrnts referenced herein Ia complete and adequate. 

b. Typed nsme, title and signature of proi!:r&m/project manager or other c. Activity nam~ addreas, Zip Code, telephone number and ofllce Bymbol 

I I Defense Intelligence Agency 
Deputy Directorate for Scientific and ATTN: DT-lA SG1 
6~~hnicai Inf~lligencli01 

Washinaton9 D.C. 20301 
fense ntf>· iaf>nce !f>ncv I L A 

NOTE: OriQinal Speclllc:arlon (lrem 5a) lr authorll)' tor contracron to mark c/assll ea n onna on. ev111ea ana~ons (Item• 5b and c) are 
authority lor conrractors to remark the reQraded clatsBified lnforrnellon. Such actions by conrracrora shall be taken In accordance with the provl•iona 
of the Industrial SecuritJ· Menuel. 

00 , ~~~~e 254 EDITION OF 1 APR 71 IS OBSOLETE. ALSO REPLACES OD FORM 2S4c WHICH IS OBSOLETE 

SG1J 
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· , . APPI]?~ea r-or -;,wu31\J~t.u~ . "''t"-"ur·~o-uu t oo"uu 1 "uuu"uuu.:~-.> 
,f3a. lnformallon pertainm& to cralolfipd contracts or projects, even though such information Is conoldered unclassified, ahall not be re1eaoed for public 

dissemination eacept a& provided by the Industrial Security Manual (para11raph So and Appendix IX). 

b. Proposeo public releaaPs shall be submitted for approval prior to release r-.J Direct CJ Through (Specify): 

Public Release of SCI is not Authorized. 
to the Directorate For F"rePdom of Information and Security Review, Office of the Asolotsnt Secretary of Defense (Public Alfalrs) • for review in 
accordancP with paragraph So of the Industrial Security Manual. · 

• In the case ~f non-DoD User A!lencles, see footnote -para(lraph So Industrial Securltv Ma.:;ual. 

14. Security Classification Specifications for this sollcltatlon'contract are ldPntified below ("X" spplici!Jble bo1e(rs) and rrupply attachments as required), 
Any narrative or classification guide(s) furnished shall be annotated or have Information appended to clearly and precloely identify each element of 
information which requires a classiClcatlon. When a clanlflcatlon &ulde h utilized, that portion of the gulde(s) pertaining to the specific contractual 
efCort rna~· be extracted and furnished the contractor. When a total guide( a) h utilized, each individual portion of the gulde(s) whi<:h pertains to thP 
contractual effort shall be clearly Identified in Item 14b. The following Information must be provided for ~ach ilem of classified information identified 
in an extract or a:uide: 
(l) Cate~:ory of claoslflcation. (II) Date or event for declassification or review f~r declassiflcallo~>, and (III) The date or rvent for downgradin1: 
(If applicable), 

The official named in Item 12b, is responsible for furnishing l'he .. contractor copies of all guides and chan&es thereto that are made a part of this 
specification. Cla .. Hied Information may be attached or furnished under separate cover. 

Q a. A c-ompleted narrative is (I) 0 attached, or (2) [X] transmitted under separate cover and made a part of this specification. 

~b. The following classification guide(o) is made a part of this apeciflcation and Is (1) O attached, or (2) D transmitted under separate 
cover. (List /luldes under Item 15 or In an attachment. by title, reference number and-date), 

Cj c. Service-type contract/subcontract. (Specify Instructions In eccordance w/lh ISR.'ISM, "" ~~pproprlate.). 

D d. "X" only If this Is a linal specllicatlon and Item 6 is a "NO" answer. In r~aponoe to th~ contractor's request dated--------

retention of the identlfiecl classified material, Ia authorized for a period of _________ __. 

0 e. Annual review of thia DO form 254 is required. If "X'd", provide date auch review Ia due: 

15. Remarks (Whenever possible, llluBtrate proper classHicat/on, declassification, and If applicable, down11radinll instructions). 

a. This contract. requires access to SCI. The Defense Intelligence Agency has exclusive 
security responsibility for such information released to the contractor or developed 
under this contract. DIAM 50-5 provides the necessary guidenace for physical, personnel 
and tnfoiil.att~n security measures and is a part of the security specifications for this 

·contract. DCASR is relieved of responsibility for all SCI material or information 

... ... 

released to the contractor under this contract. 
employees of the Contractor or subcontractor(s) are not author;~~~---~e•d._~ .. 
information resulting from or use in the performance of this t~ 

b. Foreign national 
access to classified 
¢ontract. 

;--=:~··· 
in writing no later than five (5) days af~~ ~ 
information regarding the individuals assi~~f~.~~~-~~~~ 

c. The 
receipt 
to work 

Contractor shall notify the COTR 
of the Contract of the following 
on this contract. 

( 1) Name 
(2) Date and Place of Birth 
(3) Social Security Number 

(SEE CONTINUATION SHEET) 

16a. Contract Security Claulflcation Specifications for Subcontracts issuing from thia contract will be approvPd by the Office named In Item 16e below, or 
by thP prime contractor. as authorized. This Contract Security Classification Specification and attachments referenced herein are approved by the Uaer 
A11ency Contracting Officer or his Repreaentative named In Item 16b below. 

REQUIRED DISTRIBUTION: 

(Jt Prime Contractor (Item 7a) 

()[] Co~:nizant Security Office (Item 7c) 

IKJ Administrative Contracting Offic~ (Item J6e) 

[X) Quality Aaaurance Repreaentallve 

0 Subcontractor (Item IJ•) 

[X] Co&nizant Security Office (Item 8c) 

0 Pro&Tam/Project Manager (Item J2b) 

0 U. S. Activity Reaponsible for Overaeao Security Administration 

ADDITIONAL DISTRIBUTION: 

D 

D 

b. Typed name and title of approvln& official 

c. Sian at ure 

d. Approvin11 official's activity addreaa and Zip Code 

e. Name, addreaa and Zip Code of Administrative Contraclin& Office 
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DO Form 254 (Continued) 

(4) Certification of clearance investigation and clearance, 
date clearance granted, and name of agency granting clearance. 

c. Final classification of the information generated under this 
Contract is the responsibility of DIAI(DT-lA). Information generated 
under this Contract is subject to the guidelines contained in DoD 
Regulation 5200.1R, dated z·November 1978, which implements EO 12065 
which became effective~1 December 1978. Technical reports classified 
as high as TOP SECRET SI/SAO wi 11 be provided the Contractor by OIA 
and other OoO activities, and other DoD contractors for use in 
connection with this £ontract.· These reports may be retained for the 
duration of this ~ontract unless no longer needed. Upon termination of 
this c'ontract, the.reports shall be returned to the sender (if required) 
or destroyed in accordance with current security regulations. If these 
documents ~re to be retained beyond the ending date of this tontract, 
written justification must be forwarded to and authorization given by 
the eontracting Officer. 

e. All copies of final documents generated by the Contractor 
under this eontract wi 11 be transmitted to OIA (DT -lA) for 
dissemination to the Grill Flame Committee. No other distribution 
is authorized. 

f. Use of the ARFCOS system is required. 
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